Ka uzgenerét Publisko atslégu (sertifikatu), izmantojot Java keytool riku.

Instrukcijas un sikaks apraksts par sertifikatu generéSanas procesu, izmantojot Java keytool riku pieejama $aja
adresé: http://docs.oracle.com/javase/7/docs/technotes/tools/solaris/keytool.html

Citadele bankas prasibas sertifikatam ir sekojo$as:

Algoritms: SHA1withRSA
Publiskas atslegas kodésanas algoritms: ~ RSA

Publiskas atslegas garums: 4096

1. Pirmais solis ir uzgenerét sertifikatu.

Izsauciet komandrindu un ierakstiet taja sekojoSu pieprasfjumu:

keytool -genkeypair -alias [sertifikata nosaukums sertifikatu glabatuve] -keyalg RSA -keysize 4096 -sigalg
SHA1withRSA -validity [sertifikata deriguma termin$ dienas] -keystore [Sertifikatu glabatuves nosaukums.ks]
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Piemérs: keytool -genkeypair -alias DigilinkCert -keyalg RSA -keysize 4096 -sigalg SHA1withRSA -validity 720 -
keystore DigilinkKeys.ks

C:\WINDOWS\system3 2wemd. exe

Microsoft Windows XP [Version 5.1.2600]
(C> Copyright 1985%-2001 Microsoft Corp.

C=~»cd C:“\Program FilessJava“jreb~hin

C:=“Program Files>Java“jreb~hin>keytool —genkeypair —alias DigilinkCert —keyalg R
%A —keysize 4096 —sigalg SHAlwithRSA —validity 720 —keystore DigilinkHKeys.ks_

Programma liks ievadit sertifikita geréSanai nepiecieSamo informaciju —

Enter keystore password: ****** Uzstadiet sertifikatu glabatuves paroli (min 6 simboli)
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Re-enter new password: ****** Atkartojiet sertifikatu glabatuves paroli

What is your first and last name? (levadiet vardu, uzvardu)
[Unknown]: Janis Berzins

What is the name of your organizational unit? (levadiet strukttrvienibas nosaukumu)
[Unknown]: IT

What is the name of your organization? (levadiet uznémuma nosaukumu)
[Unknown]: SIA ABC

What is the name of your City or Locality? (levadiet pilsétu)
[Unknown]: Riga

What is the name of your State or Province? (levadiet valsti)
[Unknown]: Latvia

What is the two-letter country code for this unit? (levadiet valsts kodu)
[Unknown]: LV

Is CN=Janis Berzins, OU=IT, O=SIA ABC, L=Riga, ST=Latvia, C=LV correct? (apstipriniet savu izvéli)
[no]: yes (ja viss ievadits pareizi, apstipriniet to ar YES)

Enter key password for <DigilinkCert> ****** (uzstadiet paroli sertifikatam)
(RETURN if same as keystore password):
Re-enter new password: ****** (atkartojiet sertifikata paroli)
S1 pieméra rezultata tiks izveidota sertifikatu glabatuve DigilinkKeys.ks un taja noglabats sertifikats DigilinkCert.
2, Nakamais solis ir izeksportét no sertifikata publisko atslégu, kas ir jaatsita uz Banku. Publiska
atsléga Bankai nepiecieSama, lai parbauditu no Uznémuma sanemto zinojumu (maksajumu
pieprasijumu) autentiskumu.

Sim nolakam ierakstiet sekojosu komandu:

keytool.exe -exportcert -alias [ieprieks izveidotais sertifikata nosaukums sertifikatu glabatuvé] -file [Eksportétas
atslégas faila nosaukums.crt] -keystore [ieprieks izveidotas sertifikatu glabatuves nosaukums.ks] —rfc

Piemeérs:
keytool.exe -exportcert -alias DigilinkCert -file PublicKey.crt -keystore DigilinkKeys.ks -rfc

o C:AWWINDOWSAsystem3 2\emd. exe

C=“Program Files~Java“jreb~hin>keytool.exe —exportcert —-alias DigilinkCert —file
PublicKey.crt —-keystore DigilinkKeys.ks —»fc

Enter keystore password:

Certificate stored in Ffile <PublicKey.crt>

C:=“Program Files>Java“jrebshin>

Programma ldigs jds ievadit sertifikata glabatuves paroli, kuru Jas izveidojat 1.solr:

Enter keystore password: ******

Certificate stored in file <PublicKey.crt> - ar So sertifikats ir izeksportéts faila PublicKey.crt taja direktorija, kura
stradajat, un to ir iespéjams atsitit uz Banku ka e-pasta pielikumu. Ja sertifikatu sistéma nelauj satt, tas ir
jasaarhive.

Fails izskatas sekojosi:

PublicKey.crt
Failu atverot, informacija izskatas sekojosi:
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I Certificate @El

General | Details | Certification Path

@x' Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto:  Janis Berzins

Issued by: Janis Berzins

valid from 26/06/2014 to 15/08/2016

MIIFRDCCAyygAwIBAglIEUBWWRTANBgkghkiGOWOBAQUFADBKMQswCQYDVQQGEwWJMVJEPMAOGATUE
CBMGTGF0dmIhMQOwCwYDVQQHEWRSaWdhMRAwDgYDVQQKEwdTSUEgQUIDMQswCQYDVQQLEwWJJVDEW
MBQGA1UEAXMNSmFuaXMgQmVyemluczAeFwOxNDA2M;jYxMjQ3MDFaFw0xNjA2MTUxMjQ3MDFaMGQx
CzAJBgNVBAYTAKxXWMQ8wDQYDVQQIEWZMYXR2aWEXDTALBgNVBACTBFJpZ2EXEDAOBgNVBAOTBINJ
QSBBQkMxCzAJBgNVBASTAKIUMRYwFAYDVQQDEwW1KYW5pcyBCZXJ6aW5zMIICIjANBgkghkiGOw0B
AQEFAAOCAg8AMIICCgKCAgEAtfQankrébn1Fz9SLXdR/u5Z4uClQL6Sbubv36ZnmfohLSMTPGytm
YQx1LYuQNAWA4gp1yXIhib27U4UiiHkRITHECh2J7eMfvFTkGR14LcweyU7+B+0YjUHiIG8t2uoY6
C130q+jAD+fRLRpTx9rOa4i7w5+EcOGMo7YMKhs1bRX6wqYIGpf/3+nQhTMeVibxmtHizWNe+yje
EEeCQS2eDEUW38TVVHY Jkx+TTyrVB4S3QohuAdswTQalleB4F98d4+MWXxC7SJQPRLhj8dPkRRGI
PdQXTzrABv+OQD9I6xZ72TCTXE3KOWEUGI2xx44svH2+fN+i+AOrNgYmoCHRsA3JJ2uRs 1LNuUS/g
5xmNo41mimiwIDx7+Evy2uwdJJdY2mKfODXI4WY474Vpcj6xjD1Pjhza5+0cEEPPTIKCY+Lk7qu
GBbGDYYC7VbtNy0gjA+MYX7PRCiGjaPIFeousXFecHZT62ZFf9piVFqoTWgl+0inBFhRcSMvebeX
qKcVHWidU5+4EMI7fNzDLPX12e05BebaMNigCxIgGvZiC8XKzMnr5rJTP35Cn2ScAXz7 AXiAyIMQ
daLrs3TR/d/tzOvb7Xgmkuol40iKsy05Ha11wuxbZXXk3YtxvySgpSFvz+f5iNgFwt/cWG4ri2mF
+0hSrch8TS6cfSnTpFISoocCAWEAATANBgkghkiGOWOBAQUFAAOCAGEAIBXdTuzdQzHedg9pS/TA
9/D2wafxkd TPIUCIUFnnDrxjEwvi4 Y7XE9Zh1POC/SmCipEKA5XzJbXIH1Xp2Ka2ZJfeEENcAfIN
33cpFkta20PiBONOftyf15gwe7pPGQepX0P1i0+tgWNWZybcumwOwlwh40Z71mXDLO8CKqWsu4m4
1KZuQKoaSjrl5b9hZJq+alVXESpp/gMXo8illBNwjhoQyOI1U6uzC/glpMEa9jXfXhm4XenCAPO1
1ZrkRbRga6Vy+VT7uZ++s85J7973NBDVMpgdhHa7dDaezwiEDuF4E4FeiBa1/Zg495+nAWNM3umU
Y6z4MD8pKTJINCr/ZWT7ii/57fJ9sVh+Iht/kgX/y6klow30yPxLJ37LPL+Pe3iyf/WpVoMNOmy5
V/I3x7TKL/Rv1ASaBuyjdIRuSb7e3a9MPBgT01xr/sOUl4jg2+4UZtmKuPgJx00cValnPbWI8XnzOQ
0lkaDLQfnj/UsldRcLLadW8KyVpbw+2gAhRw+p25gBx95vwDFO6c/YKTUgUxaWmZoj44/IUebpfe
t0QA2e4Ay5zUYZHFdL42IT01gm2HGn4/M/EBPIw8QLIgcWoVrFNVE37Xm+N6JuMw/w33NmBZ8ndM
JRMI76kfCBr+wxHISuL0z9PZCZhTZDvzxVG70N/PEdTOLZOUGRgmKIO=
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